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Abstract. Code-based cryptography has emerged as a strong candidate for post-quantum secu-
rity, owing to its solid mathematical foundations and resilience against quantum attacks. This paper
presents a systematic review of identification and signature schemes developed within the code-based
framework. Beginning with the seminal constructions of Stern and Véron, we trace the evolution of
zero-knowledge identification protocols through their key refinements, including the CVE, AGS, and
LESS schemes. We further examine hash-and-decrypt-based signature constructions, such as CFS and
Wave, which extend code-based techniques toward practical, efficient digital signatures. By reviewing
these developments chronologically, the survey reveals the principal trends, methodological innovations,
and enduring challenges that shape the field. The aim is to provide a cohesive understanding of the
progress achieved so far and to highlight why code-based methods remain strong contenders in the
landscape of post-quantum digital signatures.
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1. Introduction

Digital signatures [23, 25, 8, 10] are cryptographic mechanisms that enable recipients to verify
the authenticity of a message using straightforward algorithms. They ensure the authenticity
of the signer, the integrity of the message, and non-repudiation. Typically, a digital signature
scheme requires two keys: a private key (also known as the signing key or secret key) belonging
to the signer, and a verification key (or public key). The design of a digital signature scheme
ensures that the signature for any given message is intricately linked to both the message and
the signer through their respective keys.

The emergence of digital signatures parallels the rise of computers and digital communica-
tion. Initially, these signatures were created using classical public-key cryptosystems, such as
RSA [30]. These digital signatures relied heavily on the difficulty of solving number-theoretic
problems, including the prime factorisation and discrete logarithm problems. However, over
time, Peter Shor [33, 34] developed an algorithm that efficiently solves any classical number-
theoretic problem on quantum computers with sufficient computational resources. This devel-
opment presented a substantial threat to existing cryptographic protocols.

Given the continually increasing computational capabilities of quantum computers, there
is a pressing need to develop quantum-resistant cryptographic protocols. Fortunately, NIST
has identified five primary candidates for post-quantum cryptography, which are listed below.

Transactions on Mathematical Sciences and Computational Engineering 1
Vol. 1, Issue 1 (2026) 40-57


https://doi.org/10.0000/tmsce.2026.001
tmsce.editorial@gmail.com
mailto:2023rsma001@nitjsr.ac.in

e Hash-based cryptography depends on the hardness of inverting hash functions, and
signatures like Sphincs [3] have been designed using this underlying problem.

e Lattice-based cryptography depends on the hardness of solving some problems based
on a lattice structure, like shortest integer solution (SIS) and shortest vector problem
(SVP). Signatures like Crystals-dilithium [19] have been developed using these.

e Multivariate signatures like Rainbow [18] have been developed considering the difficulty
in solving systems of multivariate polynomials.

e Isogeny-based signatures like SQIsign [16] use maps between two elliptic curves, and
the difficulty in finding such maps to design signatures.

e Code-based cryptography relies on some hard problems based on codes like syndrome
decoding problem (SDP) as their foundations.

Among the candidates for post-quantum cryptography, code-based cryptography has a
history dating back to the 1970s (see [29, 31, 35]). The McEliece cryptosystem [27], developed
around the same time, has uniquely withstood quantum attacks since its inception in 1978,
unlike RSA. Additionally, most code-based protocols involve introductory matrix algebra,
making the underlying structure and mathematics relatively easy to understand. This quality
positions code-based cryptography as a promising candidate for post-quantum systems.

Code-based cryptography offers flexibility to change the underlying code if a structural
attack is found against the code used in a cryptosystem or a signature. A notable example is
the McEliece cryptosystem and its equivalent, the Niederreiter cryptosystem [28], which were
both designed using syndrome decoding (SDP) on any code as their foundation. However, these
systems have faced attacks based on underlying structures like Reed-Solomon or Reed-Muller
codes. By switching to Goppa codes, developers have made them resilient to quantum attacks,
ensuring their security for over 45 years. Despite this, designing code-based signatures has
remained a complex yet compelling challenge for cryptographers worldwide. This complexity
arises because the standard hash-and-decrypt paradigm is not straightforward when creating
a signature scheme in a code-based environment. Nevertheless, numerous attempts have been
made to develop secure and efficient signature solutions.

This paper presents a condensed study of existing code-based signatures, highlighting
their strengths and weaknesses. We begin with a detailed timeline in Section 2. Next, in
Section 3, we describe commonly used terms, definitions, concepts, and hard problems to
aid understanding of the signature schemes. The subsequent sections discuss the code-based
signatures and related protocols developed to date. Finally, we conclude the paper with a
comparative analysis.

2. History and Motivation

The development of code-based identification and signature schemes dates back to the 1990s,
with zero-knowledge protocols like those developed by Stern [36] and Véron [37] being the
pioneers. Another approach, the hash-and-decrypt kind of signatures, came in 2003 after
Courtois et al. [14] developed a signature scheme. However, because these do not meet the
modern-day thresholds for security, there were some developments in the area of code-based
identification and signature schemes.

In 2018, the Wave signature scheme [17, 5] was developed using a new concept called
generalized (U, U + V') codes. This scheme also falls under the category of hash-and-decrypt
signature schemes in code-based cryptography. Unlike the CFS scheme, the authors of [5]
proposed that the decoded vector should have a sufficiently large weight to facilitate efficient
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decoding. This feature made the Wave scheme suitable for practical implementation, enabling
it to enter the NIST PQC Round 1 (Additional Digital Signatures) standardization process.

The Linear Equivalence Signature Scheme (LESS) developed in 2020 by Biasse et al. [9]
is a cryptographic scheme based on the linear equivalence problem (LEP). Over time, this
scheme has undergone refinements and performance improvements, leading to its inclusion in
Round 2 (Additional Digital Signatures) of the NIST PQC standardization process [4, 15].

Recent efforts to design code-based identification protocols with increasingly lower sound-
ness errors reached new milestones when Gueron et al. [24] introduced a protocol that uses
codes over large finite fields (with ¢ > 100) while achieving the desired soundness error. How-
ever, due to the substantial computational resources required for implementation, this protocol
was not submitted to the NIST PQC team for standardization.

Despite significant advancements in code-based cryptography that have marked important
milestones, code-based signature schemes still face challenges due to their large key sizes. The
substantial memory and storage requirements hinder the practical application of these schemes
in the current era, where computational power is often limited. This situation has motivated
researchers worldwide to develop code-based signature schemes with enhanced performance
or smaller signature and key sizes. A chronological examination of previous research reveals
trends and methodological innovations that, in turn, inspired the systematic literature review
presented in this manuscript.

3. Preliminaries

The following notations are adopted throughout this paper.

Notation What it represents

Fy, field of order ¢

A a matrix A

a a vector a

A security parameter

— assignment operator (value on the right is assigned to the variable on the left)
Additionally, the following concepts are introduced for clarity.

Definition 1 (Negligible Function [22]). A function f(z) : N — R is said to be negligible
i terms of x, if for every value a, there exist some N, € N such that for every x > Ng,

f(2)] < .

Definition 2 (Computational Difficulty or Hardness [22]). An algorithm or process A is said
to be computationally hard if the probability of success of the algorithm A is negligible in terms
of the number of attempts or runs of the algorithm A.

This means that, for a computationally hard problem, finding an output requires many at-
tempts and re-runs of the algorithm to obtain one solution of the problem. In this paper,
we have described some computationally hard problems used to design code-based digital
signature schemes.

3.1. Hash Functions

A hash function A : {0,1}* — {0, 1} is a mathematical function that takes an arbitrary-length
bit string as input and gives a fixed-length bit string as output (called the digest) such that:
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1. For any two bit strings wy € {0,1}* and wy € {0, 1}*, it only occurs negligible number
of times that H(w;) has the same value as H(w2).

2. For any given bit string z, it is easy to find a x = H(x) such that x € {0,1}!,1 € N.

3. For any random y € {0,1}!, it is computationally hard to find a preimage y € {0, 1}*
such that H(y) =y.

4. Given a digest z and one of its preimage z; € {0,1}*, it is computationally hard to find
another bit string zo € {0,1}* such that H(z2) = z.

3.2. Background of Coding Theory

A linear [n, k, d],-code C is defined as a subset of (F;)" that has dimension k. For this code,
there exists a full rank matrix known as the parity-check matriz, denoted as H, of size (n —
k) x n. This matrix satisfies the condition that for any codeword c € C, the equation cH” =0
holds. The elements of C are referred to as codewords. These codewords are generated by
applying a k to n linear transformation to a full-rank vector space M C (Fq)k of dimension
k, utilizing a matrix called the generator matriz, denoted as G. Specifically, for any vector
m € M, the codeword is obtained by the operation mG = c € C.

Throughout this paper, H will represent a parity-check matrix, and G will denote a gen-
erator matrix for a code over a field IF,, with the value of ¢ specified as needed.

A codeword ¢ = (¢, c2,...,¢n) € C is said to have a Hamming weight w if the number of
non-zero components ¢; (where 1 < ¢ < n) in c is exactly w.

Given a parity-check matrix H of a linear code, and considering any vector y € (F,)", the
vector s = yH? is termed the syndrome of y with respect to H.

An isometry is a mapping p : C; — Cq that consists of a permutation m of n objects and a
vector v € (F;)". The mapping is defined such that p(c) = 7(c) ® v, where a ® b results in
a vector whose components are the modular products of the corresponding components of a
and b. Two codes are considered isometric if such an isometry exists between them.

3.3. Hard Problems in Coding Theory

Definition 3 (Syndrome Decoding Problem (SDP)). Given a q-ary parity-check matriz H, a
g-ary vector s € (Fq)(”_k), and an integer w, the goal is to find a vector v € (F,)"
w such that vHT =s.

of weight

Setting ¢ = 2 here makes this problem a binary SDP. This problem is known to be com-
putationally challenging, as established in [2] and [23].

Definition 4 (General Decoding Problem (GDP)). Given a g-ary generator matriz G, a

vector'y € (Fy)", and an integer w, the goal is to find two vectors, m € (F,)* and e € (F,)",
such that the weight of e is w (denoted wt(e) = w) and xG +e =Y.

As shown in [37], this problem can be reduced to the Syndrome Decoding Problem (SDP),
indicating that it is equally hard.

Definition 5 (Linear Equivalence Problem (LEP)). Given two codes C; and Co with their
respective generator matrices G1 and Go, the task is to find a k X k non-singular matriz
S € GLi(q) and an n x n monomial matriz Q = DP (where D is a diagonal matriz and P is
a permutation matriz) such that Go = SG1Q.

This problem is discussed in detail in [9]. These problems form the foundation of code-
based cryptography. All encryption and digital signature schemes in code-based cryptography
are constructed using one or more of these problems.
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Definition 6 (Decoding One Out of Many (DOOM) Problem). Given a set of syndromes
S = {s1,82,...,85} with s; € (F,)"*, it is intended to find a vector e € (F,)" such that
eH” =, for some s; € S.

This problem is discussed in depth and used in [17, 5]. It is noteworthy that this problem
is believed to be hard, and there is no concrete evidence of its hardness.

3.4. Zero-Knowledge-Proof (ZKP)-based Identification Schemes

The concept of zero-knowledge proof schemes originates from the fundamental question of how
a prover, denoted as P, can convincingly demonstrate to a verifier, represented as V, that they
possess a secret x without revealing any information about the secret itself. The underlying
idea is straightforward: V challenges P to provide responses that convince V of P’s knowledge
of x. A zero-knowledge proof scheme generally follows this structure:

e In the Setup phase, public parameters are established, which both parties agree upon.

e The Key Generation algorithm assists the prover, P, in generating public and private
keys. The private key typically consists of the secret that P aims to prove possession of,
while the public key serves as auxiliary information that helps V verify P’s claim.

e At this stage, P creates a commitment, denoted as cmt, using the Commitment algo-
rithm, which is then sent to V.

e The verifier, V, challenges the claim of the prover, P, during the Challenge stage. The
corresponding challenge, ch, is sent to the prover.

e In response, P provides a value, rsp, which depends on both cmt and ch.

e Using cmt, ch, and rsp, along with the public key, the verifier outputs either 1 (indicating
“accept”) or 0 (indicating “reject”).

In some instances, the verifier may pose multiple challenges that the prover needs to
respond to, resulting in variations in the number of interactions (known as passes) in the
identification scheme. A three-pass zero-knowledge proof scheme is commonly referred to as a
Sigma protocol. Additionally, there is a possibility that a dishonest prover, denoted as F, who
does not know x, could successfully convince the verifier, V, of their possession of the secret.
The probability of such an event is termed the cheating probability or soundness error of the
zero-knowledge identification scheme.

A ZKP protocol possesses two additional properties:

o Completeness: An honest prover will always succeed in proving their authenticity by
convincing the verifier that they possess x.

e Soundness: A false prover can be misidentified as an authentic prover with only a small
probability.

These properties make ZKP schemes an ideal choice for designing identification protocols
and digital signatures. An interactive ZKP protocol can be transformed into a non-interactive
signature scheme for a message, msg, using the Fiat-Shamir transformation (see [21] and [32]),
which operates as follows:

1. Run the Commitment algorithm r(€ N) times to generate the commitments cmti,
cmtg, ..., cmt,. Let CMT = (cmt; ||emty]|. . .|[cmt, ).

2. Using a hash function HASH, calculate the digest d of (msg||CMT).
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3. Using d as the value of ch, generate the corresponding response RSP.

4. The signature on msg will be (CMT||RSP).

The value of r depends on the desired level of security.

3.5. The Hash-and-Decrypt Approach to Obtain Digital Signature Schemes

An effective methodology for designing a secure and efficient digital signature scheme is the
Hash-and-Decrypt approach. This method requires a hash function, denoted as Hash, which
produces a digest of an appropriate length. The signing process for a message, referred to as
msg, is outlined below:

1. The message msg is hashed to obtain a value a.

2. The digest « is treated as the encrypted form of a plaintext message within the context
of a public-key cryptosystem. Here, the public key, K, is published as the verification
key, while the private key, K, is kept secret by the signer and serves as the signing key.

3. Using the private key, and under the assumption that « is the encrypted form of some
plaintext, the signer finds a value 8 such that 8 = Decg,, (). In this case, a is the
encrypted form of 3. Encryption is performed with the publicly known key K,,;, which
is straightforward, whereas decryption is computationally challenging and is efficiently
performed using the trapdoor provided by K.

4. The value of 3 is then published as the signature for the message msg.

This approach was initially introduced in [14] and later refined in [17]. When a verifier
receives the pair (msg,3), they need to verify that Enck,,,(3) matches Hash(msg). It’s
important to note that hash functions are one-way functions: the digest (the output of the
hash) can be computed efficiently, but it is computationally difficult to find the original input
given the digest.

4. Code-Based Identification Schemes

As mentioned in the previous section, zero-knowledge protocols are an effective approach for
researchers developing signature schemes. In the realm of code-based cryptography, several
such protocols have been proposed. The following subsections present them in chronological
order.

4.1. Véron’s Zero-Knowledge Identification Scheme

In 1997, Véron [37] proposed a zero-knowledge identification scheme analogous to Stern’s
protocol, leveraging the difficulty of the general decoding problem. Unlike Stern’s scheme,
which employs a parity-check matrix, Véron’s protocol utilizes a generator matrix. The details
of Véron’s three-pass zero-knowledge identification scheme are illustrated in Figure 1.

Since the general decoding problem and the Syndrome Decoding Problem (SDP) can be
polynomially reduced to each other, the security of Véron’s protocol remains comparable to
that of Stern’s protocol. Additionally, in this protocol, a dishonest prover F can deceive a
verifier into producing an “accept” or 1 in the verification phase approximately (2/3) of the
time using the following strategies:
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e F can employ m’ € (F3)* and e’ € (F2)" with a weight wt(e’) = w instead of e. In this
case, m'G @ e’ does not need to equal x, and the prover hopes that the challenge ch is
either 1 or 2.

e F can also use (m”,€e”) such that m"G @ €’ = x while the weight of €” does not
necessarily equal w. In this scenario, the prover succeeds if ch is either 0 or 2.

Thus, similar to Stern’s protocol, Véron’s protocol exhibits a soundness error of (2/3),
necessitating the same number of rounds as in Stern’s case to achieve a desired level of security,
approximately 137 rounds for 80-bit security and 219 rounds for 128-bit security.

D 1. Setup: D

eUsing A as the security parameter, the values of n, k, w, [ are fixed.
eA k x n binary generator matrix G and a hash function g : {0,1}* — {0,1}!
for some ! € N are chosen.

Prover Verifier
2. Key Generation:

eTwo vectors m € (F3)* and e € (IF3)" with Kpu

wt(e) = w are chosen and x = mG @ e is —>

calculated.

(K pubs Kpr) < ((x,w), (m, e)).

3. Commitment:

oA random vector u € (F3)* and a random
permutation ¢ on n objects is chosen.

oThe values ¢1 < g(¢), c2 < g(¢((u® m)G))
and c3 < g(¢(uG @ x)) are set. cmt
e cmt < (c1]|ealles) is set. >4, Challenge:
ech er {0,1,2}.

5. Response: ch
elfch =0,rsp = (u® m||p).

eIfch =1,rsp = (¢((u®m)G)|[¢(e)).
o If ch = 2, rsp = (¢||u).

rsp

Y

6. Verification:

e If ch = 0, check the correctness of ¢ and cs.
e If ch = 1, check the correctness of ¢y and c3,
and whether wt(¢(e)) = w using

$((0® m)G) & g(e) = P(uG + x).

e If ch = 2, check the correctness of ¢; and c3.
o If all checks for the respective value of ch are
satisfied, return 1; else, return 0.

Figure 1: Véron’s [37] Zero-Knowledge Identification Scheme

4.2. CVE Scheme

In 2010, Cayrel, Véron, and El Yousfi Alaoui [12] proposed an identification scheme based
on the g-ary syndrome-decoding problem. Unlike previous schemes that had a soundness
error of %, the CVE scheme offers a soundness error slightly greater than % Notably, the
zero-knowledge protocol they introduced is a 5-pass protocol, as illustrated in Figure 2.
Cayrel et al. recommended using g = 2™ where m € N and m > 1. In their paper, they
demonstrated that the cheating probability, which corresponds to the soundness error, of their
proposed scheme is ﬁ. As m increases, this value approaches %, allowing the protocol to

achieve a desired level of security with fewer rounds compared to existing schemes.
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However, designing g-ary codes for such values of ¢ presents a challenge. Efficient decod-
ing often requires algebraic structures that attackers can exploit, such as polynomial-based
constructions. If an attacker successfully implements a structural attack on the underlying
code, the entire signature scheme may become insecure and unsuitable for practical use. A
structural attack on the underlying code may render the signature scheme insecure and unfit
for practical use.

D-. 1. Setup: ..CI

eUsing A as the security parameter, the values of g, n, k, w, [ are fixed.
®An (n — k) X n g-ary parity-check matrix H and a hash function

f:{0,1}* — {0, 1} for some ! € N are chosen. -
Prover Verifier

2. Key Generation:
eAvectora € (F,)" withwt(a) = wischosen | Kpup

and b = aHT is calculated. >
*(Kpuy, Kpy) < (b, a).

3. Commitment:

eTwo random vectors y € (Fy)", z €r (F;)",
and a random permutation o on 1 objects is
chosen.

eThe values ¢ < f(o]||z||aH”) and

c1 < f(oz(y)||oz(a)) are set, where o,(y) is
the vector whose components are the product of
the respective components of o(z) and o(y).

. cmt
e cmt < (C[)| |Cl) 1s set. N }4' Challenge I:
Pl e ch; ep (7).
5. Response I: 1 € (F9)
e rsp; < 0,4(y + ch;a) is set. rsp;
6. Challenge 11:
7. Response 11: B2 |ech;Ep {0,1}.
e If chy = 0, rsp, = (0|2).
e If chy =1, rsp, = o,(a). rsp, _|8. Verification:
~|e If chy = 0, return 1 only if
¢o = f(ollzl|([7, *(xsp,)JHT — (chy)b)): clse,
return 0.
e If chy = 1, return 1 only if
c1 = f((xrsp; — (chi)(04(a)))[|os(a)).

Figure 2: The CVE Identification Scheme [12]

4.3. AGS Scheme

In 2011, Aguilar, Gaborit, and Schrek [1] introduced a 5-pass identification scheme that is a
variant of Stern’s authentication protocol. They proposed using double circulant codes and
cyclic shifts in the protocol. Additionally, by employing a hash function, they asymptotically
reduced the soundness error to 1/2. This advancement led to a decrease in the number of
rounds needed to achieve A bits of security compared to Stern’s or Véron’s schemes. A com-
prehensive description of the AGS scheme, along with all the related algorithms, is provided
in Figure 3.
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1. Setup:
N e Using A as the security parameter, the values n, k, w, ! € N are fixed. /
o A k x n generator matrix G and a hash function hash : {0,1}* — {0,1}! are
chosen.
Prover Verifier

2. Key Generation:

e Two vectors m € (F2)* and e € (F2)" are
chosen such that wt(e) = w, and x = mG +eis
calculated. Kpu
* (Kpub, Kpr) < (%, w), (m, €)).

3. Commitment I:
e A random vector u € (F3)* and a random
permutation ¢ of n objects are chosen.

e The values ¢; + hash(¢) and (e1,¢2)
¢y < hash(y(uG)) are calculated. ”|4. Challenge I:
ch; (1
S. Commitment I1: < ech; €5 {0,1,2,...,k—1}.

e ¢’ + Rotate_ch;_positions(e) is set. c3
o c3 < hash(y(uG + €')) is calculated.

Y

6. Challenge I1:

< chy e ch, € {0,1}.
7. Response:
e If chy =0, . rsp /8. Verification:
rsp = (rspy[[rsp,) = (“ + m’||¢)) is set, where "l If chy = 0, correctness of ¢; and c3 is checked.
m' = Rotate_ch;_positions(m). e If chy = 1, correctness of ¢, and ¢3 is checked,
o If chy = 1, sp = (rsp, [[rsp,) and it is verified if wt(z(e’)) = w.
= (Y(uG)|lp(e")) is set. elf all the checks for the corresponding value of

chs are satisfied, return 1; else, return 0.

Figure 3: The AGS Identification Scheme [1]

4.4. LESS Scheme

Unlike existing schemes that rely heavily on the Syndrome Decoding Problem (SDP) or related
problems for security, Biasse et al. [9] used the hardness of the linear code equivalence problem
to design a zero-knowledge identification scheme. This scheme has a soundness error of exactly
%, which means that for A bits of security, exactly A rounds of the protocol must be followed.
However, the signature size remained too large for practical applications. In 2025, Chou et al.
[13] introduced a variant of the LESS scheme that reduced the signature size. Later, Beckwith
et al. [7] developed an optimized scheme that achieved even smaller signature sizes and faster
signing and verification times. Additionally, Baldi et al. [4] positioned LESS as a candidate
for NIST’s Round 2 in Post-Quantum Cryptography [15]. The original scheme, as developed
by Biasse et al., is illustrated in Figure 4.
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N D-. 1. Setup: ,.Cl #

eUsing A as the security parameter, the values of ¢, n, k € N, g > 5 are fixed.
oA k X n g-ary generator matrix g and a hash function Hash : {0,1}* — {0,1}!

for some !l € N are chosen. -
Prover Verifier

2. Key Generation:
eTwo matrices A € GLi(q) and B € M, (q) are K,
chosen and G* = AGB is calculated.
*(Kpup, Kpr) < (G*, (A, B)).

\ 4

3. Commitment:

A random matrix B’ € (F)"*", z €g (F;)"
is chosen.

oG’ = GB' is calculated.

e cmt + Hash(G) is set, where G/ is the

systematic form of G'.. cmt 4. Challenge:
5. Response: < ch echep{0,1}.
elf ch = 0, rsp = B’ is set.

elf ch=1,rsp = B !B/ is set. rsp » 6. Verification:

e If ch = 0, return 1 only if
Hash (Grsp) = cmt; else, return 0.

e If ch = 1, return 1 only if

Hash (G*(rsp)) = cmt.

Figure 4: LESS [9, 7] Identification Scheme

4.5. GPS Zero-Knowledge Identification Scheme with a Helper

Existing schemes typically achieve a soundness error of only 1/2 asymptotically. To address
this limitation, Gueron, Persichetti, and Santini [24] developed an identification scheme capa-
ble of achieving a significantly lower soundness error. The key innovation was designing the
signature scheme over fields of larger order (with a higher value of ¢). Additionally, a helper
is required to distribute a seed to the prover and an auxiliary value aux corresponding to the
seed to the verifier. Figure 5 illustrates this version with a helper.

In [24], modifications were proposed that eliminate the need for a helper. In this revised
scheme, the prover selects N different seeds, denoted as seed®, and performs the Setup and
Commitment steps for each seed:

e aux = (aux(V|laux?||...||aux™)), where aux() is the respective auxiliary value for
seed®; and

o cnt = (cmtM||emt@||...||cmt (M), where cmt(®) is the output of the Commitment phase
corresponding to seed(®.

e Also, in this case, the challenge algorithm produces ch = (| ]ch(I)), where I € {0,1,2,..., N}
and ch!) € [F, is the respective output of the Challenge phase of Figure 5 corresponding
to the index I.
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Helper

1. Setup and Key Generation:

o Using A as the security parameter, the values of ¢, n, k, w € N are fixed.

e An (n — k) X n g-ary parity check matrix H and four hash functions
hy: {0,1}* — (F)™ ha : {0,1}* — S((F)™), hs : {0,1}* — {0,1}* and
Fun : {0,1}* x {0,1}* — {0, 1}?* are chosen, where S((F,)™) is the set of all
vectors of (IF,)™ of weight w.

e Avector e € S((F,)") is chosen and s +— eH” is computed.

e A seed € {0,1}* is chosen and u < h(seed), & < ha(seed) are evaluated.

e Forallv € g,
(a)r, < hs(seed||v) is set.
(b) ¢, < Fun(r,||u + v€) is calculated.

o aux + {c,|v € Fy} is set.

o (seed, e) are sent to the prover as its private key K, and (aux, s) are published as
the public key Kpyp.

Prover Verifier

2. Commitment:

e u = hy(seed), & = hy(seed) are regenerated.
eThe isometry 7 is determined such that e = 7(&).
e A vector r < hj(seed) is calculated.

! cmt

o cmt + Fun(r||7]|(1(u))HT) is calculated. h >13. Challenge:
< echecrlF,.

4. Response:

e ro, = h3(seed||ch) is evaluated. rsp »/5. Verification:

e The vector y = u + (ch)é is computed.

® The vector t < HT — ((ch)s) is
e The value of rsp is set as rsp < (r||ren||7|]y)- oo (r(¥)) ((ch)s)

calculated.
o It is checked if Fun(r||7||t) = c and whether
T is an isometry.
o It is checked if Fun(re||y) = cen.
o If all checks are satisfied, return 1; else, return 0.

Figure 5: Identification scheme with helper as in [24]

The process must be repeated a specific number of times using the Fiat-Shamir transfor-
mation to create a non-interactive signature scheme. A dishonest prover might attempt to

find a collision by utilizing N different indices I or ¢ different values ch(d € F ¢» as noted in

24]. Consequently, the soundness error in this scheme is given by max ( £, + ). By increasin
g Y ' N y g

the values of ¢ and N, this error can be made arbitrarily small, resulting in a scheme that
surpasses existing alternatives. However, a notable limitation arises from the complexity of
designing efficient codes over large finite fields; operations like matrix multiplication in this
context lead to increased computational complexity and higher memory requirements. The
authors mitigate this issue by carefully selecting the parameters to make the implementation
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more feasible (see [24]).

5. Code-Based Hash-and-Decrypt Signature Algorithms

An alternative approach to authenticating a signer while ensuring message integrity is the hash-
and-decrypt method. In this approach, a message msg is first hashed using any publicly known
hash function, denoted as Hash, to produce a digest m. This hash output m is then treated
as an encrypted message in a public-key cryptosystem, where decryption yields the signature
o. In these signatures, the encryption key is made publicly available, while the decryption
key is kept secret by the signer. Consequently, any verifier can encrypt the signature o to
obtain m and check if it matches the value of Hash(msg). The RSA signature scheme is an
example of a digital signature scheme based on the RSA cryptosystem. However, both the
McEliece and Niederreiter cryptosystems, while public-key, do not provide signature schemes
of this nature. The reason for this limitation is that not all hashed values can be decoded
within code-based frameworks. Despite these challenges, two notable signature constructions
using this method have been proposed, which are explained below.

5.1. CFS Signature Protocol

In 2003, Courtois, Finiasz, and Sendrier [14] pioneered the development of the first code-based
hash-and-decrypt digital signature scheme. They proposed using t-error-correcting Goppa
codes as the foundation for this scheme. With some modifications, they achieved a signature
size of approximately 144 bits, marking a significant advancement in code-based cryptography.

To begin, the involved parties must agree on the values of n, k, and ¢, along with an
(n — k) x n parity-check matrix H of a binary Goppa code. Additionally, a hash function
H : {0,1}* — {0,1}(® %) needs to be established between the signing party and the verifying
party. The signing process and verification algorithm are outlined in Algorithms 1 and 2,

respectively.
Algorithm 1 CFS signing algorithm Algorithm 2 CFS verification algorithm
Input: H, H : {0,1}* = {0,1}(* %) nsg Input: H, %, (msg,0)
Output: Signature o on msg Output: b € {0,1}
L. m < H(msg) L: (m, 5) < Parse(o) [where Parse(o)
210 parses o into its components]
3: 80 <~ m 2z — Retrieve (I(z)) [where
4: while s; is not decodable do
5 i i1 Retrieve (I(z)) gives back the vec-
6: s; < H(ml]|7) tor Whoseﬂl—zero positions are as per
7: end while the index I(z)]
8: z < Decp(s;) [where Decy(s;) decodes 3: 5§« zH'
si wr.t. H to give z with wi(z) = ¢t 4 M« H (H(msg)||i)
and whose non-zero positions of z are 5 if m =38 then put b=1
D1, D2, e D] 6: else put b =20
9: I(z) < 1 4P Cp +P2 Co + ... +P¢ Cy 7. end if
10: return o = (I(z)||%) 8: return b

In [14], it was noted that ¢! hashing and decoding attempts are required to obtain a
decodable s;. This requirement highlighted a significant flaw in the CFS signature scheme.
To address this issue, the parameters of the Goppa code were selected to ensure at least 80-bit
security against the Canteaut-Chabaud ISD attack [11], with ¢ set as low as possible. This
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adjustment leads to an increased code rate, defined as the ratio k/n. However, this change
represented an additional limitation of the CFS signature scheme, especially following the
distinguishing attack outlined in [20].

5.2. Wave Signature Protocol

Addressing the limitations of the CFS scheme presents a significant challenge. However, in
2018, a new signature scheme, Wave [17], was introduced. This scheme proposes using ternary
generalised (U,U + V) codes and the decoding one out of many (DOOM) problem as the
underlying hard problem, rather than relying merely on the SDP.

The public parameters are set as follows:

e A parity-check matrix H of a ternary generalized (U,U + V') code is selected uniformly
at random from the set of all (n — k) x n parity-check matrices of generalized admissible
(U,U + V) codes.

e An n X n permutation matrix P and an (n — k) x (n — k) non-singular matrix S are also
chosen uniformly at random.

e The public (verification) key is calculated as H = SHP, while (S, H,P) are kept as the
secret (signing) key.

e A hash function G : {0,1}* — {0,1}(»=%) is selected, along with an agreed-upon value
for the security parameter .

Based on all these parameters, the signature and verification algorithms are as given in
Algorithms 3 and 4, respectively.

Algorithm 3 Wave signature algorithm
Input: H, G, msg

Algorithm 4 Verification in Wave

Output: Signature sig on msg Input: H, g, (nsg, sig)
I: w « G(nsg) Output: v € {0,1}
2. rep{0,1}* 1. (z,r) < Parse(sig) [where Parse(sig
3y « G(w]|r) gives back the components of sig]
4: if y is not decodable then go to 2 2: W+ G(msg)
5:else z <+  Decg(y(S™)T) [where 3y < G(Wl|r)
Decg(y(S™)T) decodes y(S™H)T w.r.t. 4 if ZH = y then set v =1
H and gives an n-bit vector z of weight 5. else set v =10
w] 6: end if
6: end if 7: return v

7. return sig < (zP||r)

Unlike existing schemes that require the weight of the decoded vector to be below the
Gilbert-Varshamov (GV) bound, the Wave approach focuses on requiring the weight to be
above this bound, but still low enough to maintain the difficulty of the decoding problem.
This innovation enables more efficient decoding of a hashed value than the CFS scheme,
which often requires multiple attempts before obtaining a decodable syndrome. Additionally,
Wave does not require a structured code, meaning that U and V' can be any random codes of
dimensions (n — k) x (n/2). The Wave method’s efficiency made it suitable for submission in
Round 1 (Additional Digital Signatures) of the NIST PQC process [5].
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6. Comparisons and Analysis

For each of the schemes mentioned in this paper, all the authors asserted that their respective
constructions offer a certain level of security. It is notable that, in each scheme, the underlying
security assumption was shaped by the complexity of the best-known attacks available at the
time the scheme was proposed. For instance, some of the earliest code-based identification
schemes- such as those of Stern’s and Véron’s, were developed under the assumption that 220
operations constituted a large security margin in a classical setup. The concepts of quantum
computers and quantum/post-quantum security emerged much later, long after some of these
schemes had already been developed. Consequently, the original parameter values were revised
in subsequent years and decades to ensure that the key sizes and signature sizes are not too
large, while still meeting the minimum security requirement.

A similar case arose with respect to birthday attacks on hash functions and various struc-
tural attacks on the underlying code families. In today’s era, 128-bit security is regarded as
the minimum threshold value for the security of any scheme. However, to date, for many
of the schemes mentioned in this paper, there is no widely accepted and standardized set of
parameter values that meet this level of security.

Nevertheless, Table 1, compiles the parameter sets recommended in the original publi-
cations of the respective schemes, along with the corresponding key and signature sizes as
computed in our analysis. Additionally, we have attempted to present the key generation,
signing, and verification times in an asymptotic form. The table also summarizes the princi-
pal advantages or limitations associated with each scheme.

6.1. Security Discussion in the Context of Modern Attacks

Many of the constructions were proposed when significantly lower computational bounds were
considered secure, and therefore, their original parameter choices no longer reflect contempo-
rary threat models. For zero-knowledge identification schemes such as Stern’s and Véron’s
protocols, along with their refinements (CVE, AGS, GPS), modern information-set decoding
(ISD) techniques—such as BJMM [6] and May-Ozerov [26] have substantially reduced the
effective security margins.

The CFS hash-and-decrypt signature scheme similarly relies on syndrome decoding below
the Gilbert—Varshamov (GV) bound. However, the low-weight requirement makes the scheme
very prone to ISD attacks. With modern advancements and ISD variants, the CFS scheme is
unusable in today’s era.

The LESS scheme avoids explicit syndrome decoding and offers better efficiency. Although
no polynomial-time classical or quantum attacks are known, recent advances in equivalence
testing and canonical form computation reduce security margins, making careful parameter
selection essential.

The Wave signature scheme currently offers the strongest security foundation among code-
based signatures. By enabling decoding above the GV bound with many valid solutions,
it avoids uniqueness-based weaknesses and withstands known classical and quantum-assisted
ISD attacks. Despite large key sizes, no effective attacks compromising its unforgeability are
known to date.

7. Conclusion and Future Directions

This paper has provided an integrated overview of the principal identification and signature
schemes developed within code-based cryptography. While early constructions such as those of
Stern, Véron, and their descendants achieved meaningful reductions in soundness error, their
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practical deployment remains limited by large key sizes, substantial communication costs, and
nontrivial computational overhead. More recent proposals, most notably the LESS and Wave
schemes, represent significant milestones that advance the efficiency and applicability of code-
based signatures, offering more promising foundations for post-quantum secure authentication.
The survey also highlights a distinguishing strength of the code-based paradigm: its flexibility
in leveraging a wide variety of linear codes and its reliance on conceptually simple algebraic
structures. These features make the area not only mathematically attractive but also fertile
for continued exploration. Despite the notable progress made over the past decades, several
challenges remain before code-based signatures can be regarded as efficient alternatives in
real-world post-quantum ecosystems. Looking ahead, multiple research avenues merit deeper
investigation. A primary objective is to design more compact schemes with reduced key sizes
and signature lengths, suitable for constrained devices and large-scale applications. Improve-
ments in decoding algorithms, including their quantum-resistant analysis, may further enhance
both efficiency and security. Another promising direction is to identify new families of codes
whose structure resists both algebraic and statistical distinguishers while supporting efficient
trapdoors. Additionally, protocols employing multi-challenge or aggregated rounds may yield
lower communication costs without sacrificing soundness. Finally, practical considerations
such as side-channel resistance, constant-time implementations, hardware acceleration, and
the feasibility of schemes over large finite fields remain critical for transitioning theoretical
constructions into robust, deployable systems. Overall, the developments reviewed in this
study reinforce the strong potential of code-based approaches to serve as reliable candidates
for post-quantum digital signatures. At the same time, sustained research efforts are essential
to refine these constructions, ensuring that they meet the stringent performance, security, and
implementability requirements of the post-quantum era.
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